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1.1

Introduction

About GFI ReportCenter
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Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that allows you to generate
various reports using data collected by different GFI products. GFl releases
specialized reports for each of its products, referred to as a ReportPack; for example,
the GFI EventsManager ReportPack. A ReportPack can be downloaded as an add to
the GFI product.
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GFIl Product 2
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GFI Product 1
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GFI Product 3
ReportPack
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REPORT CENTER
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Figure 27 Several ReportPacks plugged into the GFI ReportCenter framework

A ReportPack plugs into the GFI ReportCenter framework; allowing you to generate,
analyze, export and print the information generated through these reports.

About the GFI EventsManager ReportPack

The GFI EventsManager ReportPack is a full-fledged reporting companion to GFI
EventsManager. It allows you to generate graphical IT-level, technical and
management reports based on the hardware and software events recorded by GFlI
EventsManager. Hardware and software event sources include any networked
component that can generate Syslog messages or record/log events to Windows
and/or W3C event logs. These include computers, network devices, PABXs, and
third party software solutions.

From trend reports for management (ROI) to daily drill-down reports for technical
staff; the GFI EventsManager ReportPack provides you with the easy-to-view

information required, to fully understand the events activity on your corporate
network.

GFIl EventsManager ReportPack manual Introduction 5
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The GFI EventsManager ReportPack allows for the creation of various graphical and
text based reports related to:

1 Account Usage

1 Account Management

9 Policy Changes

I Object Access

1 Application Management

1 Print Server

1 Windows Event Log system

1 Network Resource Access (PCI Requirement 10)
M1 Events Trend

1 All critical messages

1

Miscellaneous, customizable reports.

Components of the GFI EventsManager ReportPack

When you install the GFI EventsManager ReportPack, the following components are
installed:

1 GFI ReportCenter framework
1 GFI EventsManager default reports

1 Report scheduling service.

1.3.1 GFI ReportCenter framework

The GFI ReportCenter framework is the management console through which you can
generate the specialized product reports which are shipped with a product
ReportPack. The GFI ReportCenter framework offers a common application interface
through which you can navigate, generate, customize and schedule reports.

6 1 Introduction GFIl EventsManager ReportPack manual
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Screenshot 17 The GFI ReportCenter management console

The GFI ReportCenter management console is organized as follows:

Navigation Pane i Use this pane to access the navigation buttons/configuration options
provided with GFI ReportCenter.

Product Selection drop-down list i Use this drop-down list to select the GFI product
for which to generate reports. The Product Selection drop-down list displays all the
products for which you have installed a ReportPack.

Favorite Reports i Use this navigation button to access your favorite/most used

reports. For more information on how to
default reportst o t he 1 i st of favorite r etptherlist®fd
favoritereports6 s ecti ons in this manual

Default Reports i Use this navigation button to access the default list of reports
which can be generated for the selected product. For more information on default
reportsr e f er t dEvehtdManagecdFelf aul t reportsd secti

Custom Reports i Use this navigation button to access the list of customized reports
which can be generated for the selected product. For more information on how to
create customreportsr e f er Cu et b me r aagpterrintthss danual.

Scheduled Reports i Use this navigation button to access the list of scheduled
reports for automatic generation and distribution. For more information on how to
create scheduled reportsr ef er t o the &6Scheduling rep:

Options 7 Use this navigation button to access the general configuration settings for
the GFI product selected in the Product Selection drop down list.

Help 7 Use this navigation button to show this Quick Reference Guide in the Report
Pane of the GFI ReportCenter management console.

GFIl EventsManager ReportPack manual Introduction 7
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Report Pane - Use this multi-functional pane to:
1 View and analyze generated reports
o 1 Maintain the scheduled reports list
1 Explore samples and descriptions of default reports.

Export i Use this button to export generated reports to various formats including
HTML, Adobe Acrobat (PDF), Excel (XLS), Word (DOC), and Rich Text Format (RTF).
0 Send email i Use this button to instantly distribute the last generated report via email.

GFI EventsManager default reports

The GFI EventsManager default reports are a collection of specialized pre-configured
reports which plug into the GFI ReportCenter framework. These reports present the
events recorded by GFI EventsManager and allow for the generation of both
graphical and tabular IT-Level, technical and management reports. Default reports
can also serve as the base template for the creation of customized reports which fit
specific network-reporting requirements.

Report scheduling service

The report scheduling service controls the scheduling and automatic distribution of
reports by email. Reports generated by this service can also be saved to a specific
hard disk location in a variety of formats which include DOC, PDF, RTF and HTML.

Key features

Centralized reporting

GFI ReportCenter is a one-stop, centralized reporting framework which enables the
generation and customization of graphical and tabular reports for a wide array of GFI
Products.

Wizard assisted configuration

Wizards are provided to assist you in the configuration, scheduling and customization
of reports.

Report scheduling

With GFI ReportCenter you can schedule reports to be generated on a pre-defined
schedule as well as at specified intervals. For example, you can schedule lengthy
reports to be generated after office hours. This allows you to maximize the availability
of your system resources during working hours and avoid any possible disruptions to
workflow.

Distribution of reports via email

GFI ReportCenter allows you to automatically distribute generated reports via email.
In scheduled reports, this can be achieved automatically after the successful
generation of a scheduled report.

8 1 Introduction GFIl EventsManager ReportPack manual
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Report export to various formats

By default, GFI ReportCenter allows you to export reports to various formats.
Supported formats include HTML, PDF, XLS, DOC and RTF. When scheduling
reports, you can optionally configure the preferred report output format. Different
scheduled reports can also be configured to output generated reports to different file
formats.

Default reports

The GFI EventsManager ReportPack ships with a default set of graphical and tabular
reports. These reports can be generated without any further configuration effort
immediately after the installation. The default reports in this ReportPack are
organized into different report-type categories:

Account Usage

Account Management

Policy Changes

Object Access

Application Management

Print Server

Windows Event Log system

Network Resource Access (PCI requirement 10)
Events Trend

All critical messages

=A =4 =4 =4 =4 4 -4 -4 -4 -4 -

Miscellaneous, customizable reports.

Report customization

The default reports that ship with every ReportPack can serve as the base template
for the creation of customized reports. Report customization is achieved by building
up custom data filters which will analyze the data source and filter the information
that matches specific criteria. In this way, you create reports tailored to your reporting
requirements.

Favorites

GFI ReportCenter allows you to create bookmarks to your most frequently used
reports i both default and custom.

Printing
By default, all reports generated by GFI ReportCenter are printer friendly and can be

printed through the windows printing services provided by the system where GFI
ReportCenter is installed.

GFIl EventsManager ReportPack manual Introduction {9
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2.1

2.2

Installation

System requirements

Install the GFI EventsManager ReportPack on a computer that meets the following
requirements:

1 Microsoft Windows 2008, 2003 (SP2), 2000 (SP4), XP (SP2), Microsoft Windows
Vista, Microsoft Windows 7.

1 .NET framework 2.0
9 Internet Explorer 5.1 or higher
1 GFI EventsManager 8.x or higher

NOTE: The GFI EventsManager ReportPack only allows you to generate reports for
data contained in the SQL Server database backend of GFI EventsManager.

Installation procedure

The GFI EventsManager ReportPack includes an installation wizard which will assist
you through the installation process. During the installation process this wizard will:

9 Verify that you are running the latest version of the GFI ReportCenter framework;
if you are installing the framework for the first time or the currently installed
framework version is outdated, the installation wizard will automatically download
the latest one for you.

1 Automatically install all the required components distributed including the GFI
ReportCenter framework, the GFI EventsManager default reports and the Report
Scheduling service.

To start the installation:

1. Double-click on the report pack executable file and in the welcome screen, click
Next to start the installation.

GFIl EventsManager ReportPack manual Installation 11
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ﬂi‘}' GFI Bventshanager 2010 Report Pack Setup EI =] @
GFl ReportCenter Framework detection
GFl ReportCenter framework was not found on the system

GFl EventsiManager 2010 Report Pack requires GFl ReportCenter frameswark wersion 3.5 0n
order to run. You need to dovnload and install the GFl ReportCenter framework wersion 3.5
in arder to proceed.

@ Dovwwnload and install the GFl ReportCenter framework verzion 3 .5.

| wwill manually install GFl ReportCenter frameswvork wersion 3.5 and restart thiz installstion.

| = Back |[ Mext = ] | Cancel |

Screenshot 2 - GFI ReportCenter framework detection dialog

2. If the current version of GFI ReportCenter framework is not compatible with the

GFI EventsManager ReportPack, you will be prompted to download and install an

updated version. Select Downl oad and instal.l t hamad clzk | Repo
Next.

12 q Installation GFIl EventsManager ReportPack manual
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ﬂi‘}' GFI EventsManager 2010 Report Pack Setup EI =] @
Check for latest build availability
Check for & newer version of GF| EventzManager 2010 Report Pack.

This installstion can check whether there is & neswver build for GFl EventsManager
2010 Report Pack downloadable from the GFl web site. This procedure will require
an internet connection in order to connect to the GFl web site.

Yes, please check for a nesver version of GFl EventsManager 2010 Report Pack on the GFI
web site.

Mo thank you, do not check for a newer version and continue with the current installation.

| = Back |[ Mext = ] | Cancel |

Screenshot 3 - Check for latest build availability

3. Choose whether you want the installation wizard to search for a newer build of the
GFI EventsManager ReportPack on the GFI website and click Next.

4. In the license dialog, read the licensing agreement carefully. Select the | accept
the Licensing agreement option and click Next.

5. Specify the details of the SQL Server which is hosting your GFI EventsManager
database backend and click Next.

GFIl EventsManager ReportPack manual Installation 9 13
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2.4

jg}'GHEventsManagerlﬂlﬂ Report Pack Setup EI =] @

Mail Settings
Enter administrator email and SMTP mail zerver settings

Please enter the details of the SMTP server and email adress that are to be used by GFI
EventzManager 2010 Report Pack for email reporting.

Frarm: |GFIRep|:|r‘tCenter@m':.fdnmain.u:-:um

Tox |administrat-::r@mydl:nmain.-:Dm

SMWTP zerver: |m':.r'd|:|main Port: |25

@ SMTP server does nat require authentication.

| SMTP server requires authentication.

SMTP Lzer: |

SMTP Pagsword; | | Werify hail Settings |

I = Back H Plext = I I Cancel I

Screenshot 4 - Email configuration dialog

6. Specify the default email settings that will be used for report distribution and click
Next.

7. Specify the product installation path or click Next to install GFI Report Pack in the
default path. The installation will need approximately 100 MB of free disk space.

8. The installation wizard is now ready to copy the required files and finalize the
installation. Click Next.

Launching the GFI EventsManager reports for GFlI
ReportCenter

Following the installation, launch the GFI EventsManager Reports for GFlI
ReportCenter from Start 3 Programs 3 GFI ReportCenter 3 EventsManager
2010 ReportPack.

Selecting a product

When more than one product ReportPack is installed, use the Product Selection
drop down list to select the GFI product ReportPack to be used.

14 | Installation GFIl EventsManager ReportPack manual
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Product Selection

[aF| Eventztd anager 2010 ReportPack -

GF EventsManaier 200 HeinrtF‘ack

e L T =R

Screenshot 51 Product Selection drop down list

For example, to run the reports provided in the GFI EventsManager ReportPack:
1. Launch GFI ReportCenter from Start 3 Program Files 3 GFI ReportCenter.

2. Select GFI EventsManager 2010 ReportPack from the Product Selection drop
down list.

NOTE: Select the ALL PRODUCTS option to display and navigate all the
ReportPacks that are currently installed in GFI ReportCenter.

GFIl EventsManager ReportPack manual Installation 9 15
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3 Getting started: Default reports

3.1 Introduction

After installing the GFI EventsManager ReportPack, a number of specialized pre-
configured reports can immediately be generated on the data stored in the database
backend of GFI EventsManager. These default reports are organized into the
following categories:

T

Account Usage Reports - Use the reports in this category to identify user logon
issues. The event details shown in these reports include successful/failed user
logons and locked user accounts.

Account Management Reports - Use the reports in this category to generate a
graphical overview of important events that took place across your entire network.
The event details shown in these reports include changes in user and computer
accounts as well as changes in security group policies.

Policy Changes Reports - Use the reports in this category to identify policy
changes effected on your network.

Object Access Reports - Use the reports in this category to identify object
access issues. The event details shown in these reports include successful/failed
object access and objects which have been deleted.

Application Management Reports - Use the reports in this category to identify
faulty applications and application installation and removal issues. The event
details shown in these reports include applications which have been installed or
removed as well as applications which are crashing and hanging.

Print Server Reports - Use the reports in this category to display details related
to printing events. Details provided in these reports include documents that have
been printed, the users that triggered the printing event and the date/time when
the printing operation took place.

Windows Event Log System Reports - Use the reports in this category to
identify audit failures and important Windows event log issues. Details provided in
these reports include the starting and stopping of event log services, clear log
operations as well as errors generated during event logging.

Network Resource Access (PCl requirement 10) - Use the reports in this
category to display information that will help you meet the requirements outlined
by the PCI Data Security Standards document, version 1.1.

GFIl EventsManager ReportPack manual Getting started: Default reports 17
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Events Trend Reports - Use the reports in this category to display statistical
information related to event generation. Charts provided enumerate the 10
computers and users with most events. Other reports provide event counts on a
network-wide basis as well as on a computer by computer basis. Reports in this
category can be generated for each main time period i by hour, day, week or
month.

All critical reports - Use the reports in this category to display information
related to critical Windows events, Syslog, W3C, Custom Events, SNMP Traps
and SQL Server Audit events. The charts provided enumerate the 10 most critical
events.

Miscellaneous, Customizable reports - Use the reports in this category to
generate reports that offer broad customization. These can be used to generate
reports based on any Windows event log, using filtering conditions and grouping
modes which are not covered by the other default reports.

GFI EventsManager default reports are accessed by clicking on the Default Reports
navigation button provided in the management.

Generating a default report
To generate a default report:

1. Click on the Default Reports navigation button to launch the list of default reports
available.

Default Reports

EI-- GFI EventzM anager 2010 RepartPack -
=5 Account Lzage
----- ,r) Successful logons grouped by users
----- ,r) Successful logons grouped by computers
..... Q =
..... \r';) Lﬂgt RLIH 3 Fl:lr Tl:lda:l,l'
""" A A Add To Favorites List For Yesterday
..... 5 Acct
_____ P Suc Mew N For Last 7 Days
----- Q Faileo OO T OO e O T T T COTIreT For This Month
Q Top 10 accounts which faled to logon For Last Month
-5 Account Managemet
-1 Policy Changes For Customn Date i

Screenshot 6 7 Selecting the data set period

2. Right-click on the report to be generated, select Run and specify the event
date/time period that will be covered by the report.

18 | Getting started: Default reports GFIl EventsManager ReportPack manual
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Example 1: Generatingafi Fai | e d orepng basexl Todayd s
data.

This example demonstrates how to generate a failed logons report based on the
events that were recorded today:

1. Click on the Default Reports navigation button to launch the list of available
reports.

2. Right-click on Failed logons and select Run 3 For Today.

Example 2: Generatingafi Fai | e d repog basesl on that
data collected on a particular day.

This example demonstrates how to generate a failed logons report based on the
events that were recorded on the March 25, 2010.

1. Click on the Default Reports navigation button to bring up the list of available
reports.

2. Right-click on Failed logons and select Run 3 For Custom Date.

Screenshot 7 - Configuring custom date/time period
3. Select the Day option and expand the provided drop down to display the calendar.
4. Navigate to the required month (i.e. March) and select the required day (i.e. 1).

5. Click Finish to generate the report.

GFIl EventsManager ReportPack manual Getting started: Default reports 19



