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1 Introduction

1.1 About this manual

This manual is structured in line with the logical chain of configuration operations
required to get GFI EventsManager up and running.

Chapter

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 8

Chapter 9

Chapter 10

Description

Introduction
An overview of this manual and how GFI EventsManager works.

Installation

Describes how to install GFI EventsManager, including system requirements, pre-
install actions required and how to upgrade from previous versions.

Getting Started

Shows how to configure GFI EventsManager for first time use, including how to
configure the database backend and how to process event logs for the first time.

Event browsing

Explains how to use the built-in events browser to analyze events stored in the
GFI EventsManager database backend, including:

1 Default event log queries and custom query builder
1 Event color-coding
9 Event finder tool.

Generating reports

Describes how to enable the GFI EventsManager ReportPack to create reports
that further analyze the events stored in the GFI EventsManager database
backend.

Customizing event sources
Shows how to customize the event sources to be monitored.

Using event processing rules
Explains how to use event processing rules.

Managing event processing rules
Describes how to create, edit and delete event processing rules.

Customizing alerts and actions
Shows how to set the alerts and actions that will be triggered on particular events.

Configuring users and groups

Explains how to configure alert recipient parameters including:
I Personal details such as mobile phone number

1 Normal working hours

I Type of alerts that will be sent to every recipient.

GFI EventsManager manual

Introduction 1
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Chapter Description

Chapter 11 Status monitoring

Describes how to analyze the status of GFI EventsManager as well as view
statistical information and processed events.

Chapter 12 Database Operations

Explains how to centralize events collected by other remote GFI EventsManager
instances and how to optimize database backend performance.

Chapter 13 Miscellaneous

Describes miscellaneous options such as permissions, command line operations
and licensing.

Chapter 14 Troubleshooting

Explains what main sources of information are available to help administrators
troubleshoot product issues.

Chapter 15 Glossary
Defines technical terms used within GFl EventsManager.

1.2 Conventions used in this manual

The following table contains a description of the common terms and conventions
used in this manual:

Term Description
= Additional information and references essential for the operation of GFI
— EventsManager.
& Important notifications and cautions regarding potential issues that are
commonly encountered.
3 Step by step navigation instructions to access a function.
Bold text Indicate a control within the user interface, such as nodes, menus and
buttons.
<ltalic text> Replace text within angle brackets. Such as file paths and custom parameters.
Indented code The indented text indicates that the text is a programming code. In some

programming languages indentation is important.

For any technical terms and their definitions as used in this manual, refer to Glossary
chapter in this manual.

2 { Introduction GFI EventsManager manual
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1.3 About GFI EventsManager

events

a

"
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- [ —-"

' = - . e

Gonerates evont

activity reports i
GF1 EventsManager Automates & centralizes | =
event management

Web/FTP .
Server Servers Provides event analyzes & filtering
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Figure 1 - GFI EventsManager integrates into any existing IT infrastructure

GFI EventsManager is a results oriented event log management solution which
integrates into any existing IT infrastructure, automating and simplifying the tasks
involved in network-wide events management.

Through the features supported by GFI EventsManager you can:

1 Automatically collect W3C, Syslog, SNMP Traps and Windows events from
network devices and Windows/Linux/Unix based systems and manage them
through one console.

 Archive collected events in a centralized SQL Server based database backend
for future analysis and forensic studies.

1 Automatically transfer events from the database to external files.

1 Filter unwanted events and classify key events through the use of powerful
default or custom-built event processing rules.

1 Automate alerting and remedial actions such as the execution of scripts and files
on key events.

1 Monitor your network activity and the status of your GFI EventsManager scanning
engine through a built-in graphical dashboard.

1 Analyze events through a built-in events browser as well as export these events
to CSV files for further processing and report customization.

1 Simplify event forensics through specialized tools which include a built-in event
guery builder, an event finder tool and an event color-coding tool.

T Increase event processing power through a high-performance event scanning
engine.

GFI EventsManager manual Introduction 13
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1.4

1 Generate, schedule as well as email event activity and trend reports through GFI
EventsManager ReportPack - the powerful reporting companion tool which ships
by default with GFI EventsManager.

T Monitor the operational health status of your SQL Servers in real-time by
processing the activity logs/messages generated by day-to-day SQL Server
operations.

Key Features

Extended event log support

GFI EventsManager is able to process various event log types including Windows
Event Logs, W3C logs, Syslog and SNMP Trap messages. This allows you to collect
more data from the different hardware and software systems that are most commonly
available on a typical corporate network. For a summary list of hardware and
software systems that are supported by GFI EventsManager out of-the-box refer to:
http://kbase.dfi.com/showarticle.asp?id=KBID003302.

Rule-based event log management

GFI EventsManager ships with a pre-configured set of event processing rules that
allow you to filter and classify events collected from a variety of event-log sources.
You can run these default rules without performing any configuration or you can
choose to customize these rules or create tailored ones that suite your network
infrastructure. For a list of event-log sources that can be processed by GFI
EventsManager out-of-the-box refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID002868.

Event log scanning profiles

GFI EventsManager allows you to organize event log scanning rules into Scanning
Profiles. In a scanning profile, you can configure the set of event log monitoring rules
that will be applied to a specific computer or group of computers. The benefits of
these profiles include:

1 The simplification product administration tasks by providing a centralized way of
tuning event processing rules.

T Allowing administrators to create different sets of event log rules that suit the
roles of scanned event sources and the corporate network environment. For
example, you can setup a set of rules which apply only to workstations in a
particular department.

Allow granular configuration of rules

Administrators can create an event processing profile that is generic for all computers
and a number of separate profiles which complement the generic profile by providing
additional and more specialized event log rules on a computer by computer basis.

4 q Introduction GFI EventsManager manual


http://kbase.gfi.com/showarticle.asp?id=KBID003302
http://kbase.gfi.com/showarticle.asp?id=KBID002868

GFl

Translates cryptic Windows events

One major drawback of Windows Event Logs is that they are not user friendly - too
cryptic for the user to understand. In fact this is one of the main reasons why only few
administrators really peer into Windows Event Logs. GFI EventsManager overcomes
this problem by translating event descriptions into a way that is more users friendly
and easier to understand.

Enhanced event scanning engine

GFI EventsManager includes an event scanning engine that has been tuned to
effectively speed up event scanning for maximum performance. This engine adopts a
plug-in based concept that allows the plugging-in of additional features/modules
without having to perform physical changes to the existing code - hence more
stability without effecting scalability.

Automatic noise reduction

GFI EventsManager identifies and removes unwanted event data (such as noise and
background process generated events) providing you with only the relevant, usable
data. Hence facilitates event forensics by reducing the amount of events to be
analyzed.

Enhanced real-time actions

GFI EventsManager can generate alerts or trigger actions such as script execution
when key events are detected. You can alert one or more people in various ways
including: email, network messages, and SMS notifications sent through an email-to-
SMS gateway or service. Actions can be configured to trigger on event classification
or by configuring specific conditions in event processing rules.

Advanced event filtering features
GFI EventsManager ships with a number of event filtering features including:

T Pre-configured event queries and a custom event query builder: The pre-
configured event queries allow you to sift event log data and browse only the
required events - without deleting any records from your database backend. The
built-in event query builder allows you to create your own custom event queries.

1 Event color-coding capabilities: Through this feature you can selectively color
particular events in specific colors. This way during log browsing you can easily
identify important events through their color.

1 Event finder tool: With this tool you can quickly locate important events by
providing specific search criteria such as event type.

GFI EventsManager manual Introduction 15
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Event centralization

GFI EventsManager enables you to monitor and manage events generated by
Windows\Linux\Unix systems, network devices and software applications through a
single user console.

User access privileges

GFI EventsManager allows you to assign management console access privileges on
a user-by-user basis. This means that you can allow specific users to access the GFI
EventsManager console for event-browsing only and at the same time allow other
more privileged users to access and change the GFI EventsManager configuration
settings.

SQL Server audit

GFI EventsManager allows you to automatically monitor the operational health status
of your SQL Servers. This is achieved by processing in real-time the activity
logs/messages generated by day-to-day SQL Server operations. SQL server activity
that is monitored includes server startup, login activity, backups, server-side traces
and more. Additionally, GFI EventsManager can also alert you via email, network or
SMS natifications on key events like server shutdown and consecutive failed logins.

Database operations (WAN Connector)

The Database Operations module allows you to collect events data from GFI
EventsManager installations on multiple sites and locations across your network into
a central database. This add-on integrates and centralizes events collected and
processed and allows you to backup/restore events on demand. Through Database
Operations you can manage the size of the database - without the need for manual
intervention - not only through centralization but by also being able to export events
and back them up as needed.

Management Information Base

Management Information Base (MIBs) contain definitions and device information that
are provided by device manufacturers. GFlI EventsManager ships with MIB definitions
for the following vendors: Cisco, 3Com, IBM, HP, Check Point, Alcatel, Dell, Netgear,
SonicWall, Juniper Networks, Arbor Networks, Oracle, Symantec, Allied Telesis and
others. GFI EventsManager also allows you to edit the MIB tree.

6 T Introduction GFl EventsManager manual
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1.5 How does GFI EventsManager work?
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Figure 2 - The GFI EventsManager operational stages

The operational functionality of GFI EventsManager is divided into 2 stages:

f Stage 1: Event Collection

GFI EventsManager manual Introduction {7
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I Stage 2: Event Processing

A description of every stage is provided below.

Stage 1: Event Collection

During the Event Collection stage, GFI EventsManager collects logs from specific
event sources. This is achieved through the use of 2 event collection engines: The
Event Retrieval Engine and the Event Receiving Engine.

The Event Retrieval Engine - The Event Retrieval Engine is used to collect
Windows Event Logs and W3C logs from networked event sources. During the Event
Collection process this engine will:

1. Log-on to the event source(s)

2. Collect events from the source(s)

3. Send collected events to the GFI EventsManager Server
4. Log-off from the event source(s).

The Event Retrieval Engine collects events at specific time intervals. The event
collection interval is configurable from the GFI EventsManager management console.

The Event Receiving Engine - The Event Receiving Engine acts as a Syslog and
an SNMP Traps server; it listens and collects Syslog and SNMP Trap
events/messages sent by various sources on the network. As opposed to the Event
Retrieval Engine, the Event Receiving Engine receives messages directly from the
event source; therefore it does not require to remotely log-on to the event sources for
event collection. Further to this, Syslog and SNMP Trap events/messages are
collected in real-time and therefore no collection time intervals need to be configured.

By default, the Event Receiving Engine listens to Syslog messages on port 514 and
to SNMP Trap messages on port 162. Both port settings are however customizable
via the GFI EventsManager management console.

Stage 2: Event Processing

During this stage, GFI EventsManager will run a set of Event Processing Rules
against collected events. Event Processing rules are instructions that:

T Analyze the collected logs and classify processed events as Critical, High,
Medium, Low or Noise (unwanted or repeated events)

1 Filter events that match specific conditions
1 Trigger email, SMS and network alerts on key events

1 Trigger remediation actions such as the execution of executable files or scripts on
key events

T Optionally archive collected events in the database backend.
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GFI EventsManager can be configured to archive events without running Event
Processing rules. In such cases, even though no rules will be applied against
collected logs, archiving will still be handled by the Event Processing stage.

After processing the rules, GFI EventsManager can be configured to store the
collected events in a storage folder. The administrator can configure the path of the
storage folder and configure which events are stored. This function will minimize
database growth, and allows the administrator to store only important events in the
database.

1.6 Operational privileges

Some of the key modules in GFI EventsManager must run under administrative
privileges. For more information on these modules refer to:
http://kbase.gfi.com/showarticle.asp?id=KBID001122.

1.7 Navigating the GFI EventsManager management console

Screenshot 1 - The GFI EventsManager management console

Section Description
Status option - Use this option to view the status of GFI EventsManager and statistical
information on processed logs.

Configuration option - Use this option to access and configure the main event
processing options.
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