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Introduction 

About GFI ReportCenter 

Figure 1 - Centralized reporting framework 

GFI ReportCenter is a centralized reporting framework that allows you 
to generate various reports using data collected by different GFI 
products. GFI releases specialized reports for each of its products, 
referred to as a ReportPack; for example, the GFI EndPointSecurity 
ReportPack. A ReportPack can be purchased as an add-on to the GFI 
product.  
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Figure 2 ï Several ReportPacks plugged into the GFI ReportCenter framework 

A ReportPack plugs into the GFI ReportCenter framework; allowing 
you to generate, analyze, export and print the information generated 
through these reports. 

About the GFI EndPointSecurity 4.0 ReportPack 

The GFI EndPointSecurity ReportPack is a full-fledged reporting 
companion to GFI EndPointSecurity. It allows you to generate 
graphical IT-level, technical and management reports based on the 
portable device usage events recorded by GFI EndPointSecurity.  

From trend reports for management (ROI) to daily drill-down reports 
for technical staff; the GFI EndPointSecurity ReportPack provides you 
with the easy-to-view information required, to fully understand the 
ever-changing portable device activity on your corporate network.  

The GFI EndPointSecurity ReportPack allows for the creation of 
various graphical and text based reports including: Executive 
summaries, Statistical reports, Technical reports and Top 20 reports. 

Components of the GFI EndPointSecurity 4.0 ReportPack 

When you install the GFI EndPointSecurity 4.0 ReportPack, the 
following components are installed: 

¶ GFI ReportCenter framework  

¶ GFI EndPointSecurity 4.0 default reports  

¶ Report scheduling service  

GFI ReportCenter framework 

The GFI ReportCenter framework is the management console through 
which you can generate the specialized product reports which are 
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shipped with a product ReportPack. The GFI ReportCenter framework 
offers a common application interface through which you can 
navigate, generate, customize and schedule reports.  

 
Screenshot 1 ï The GFI ReportCenter management console 

The GFI ReportCenter management console is organized as follows: 

 
Navigation Pane ï Use this pane to access the navigation 
buttons/configuration options provided with GFI ReportCenter. 

 

Product Selection drop-down list ï Use this drop-down list to 
select the GFI product for which to generate reports. The Product 
Selection drop-down list displays all the products for which you 
have installed a ReportPack.  

 

Favorite Reports ï Use this navigation button to access your 
favorite/most used reports. For more information on how to add 
reports to this list refer to the óAdding default reports to the list of 
favorite reportsô and óAdding custom reports to the list of favorite 
reportsô sections in this manual. 

 

Default Reports ï Use this navigation button to access the 
default list of reports which can be generated for the selected 
product. For more information on default reports refer to the óGFI 
EndPointSecurity default reportsô section in this manual. 

 

Custom Reports ï Use this navigation button to access the list 
of customized reports which can be generated for the selected 
product. For more information on how to create custom reports 
refer to the óGetting Started: Entertaining custom reportsô section 
in this manual. 

 Scheduled Reports ï Use this navigation button to access the 
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list of scheduled reports for automatic generation and 
distribution. For more information on how to create scheduled 
reports refer to the óScheduling of reportsô chapter in this 
manual. 

 

Options ï Use this navigation button to access the general 
configuration settings for the GFI product selected in the 
Product Selection drop down list.  

 

Help ï Use this navigation button to show this Quick Reference 
Guide in the Report Pane of the GFI ReportCenter management 
console. 

 

Report Pane - Use this multi-functional pane to: 

¶ View and analyze generated reports. 

¶ Maintain the scheduled reports list.  

¶ Explore samples and descriptions of default reports. 

 

Export ï Use this button to export generated reports to various 
formats including HTML, Adobe Acrobat (PDF), Excel (XLS), 
Word (DOC), and Rich Text Format (RTF).  

 
Send email ï Use this button to instantly distribute the last 
generated report via email. 

GFI EndPointSecurity 4.0 default reports  

The GFI EndPointSecurity 4.0 default reports are a collection of 
specialized pre-configured reports which plug into the GFI 
ReportCenter framework. These reports present the portable device 
usage activity recorded by GFI EndPointSecurity and allow for the 
generation of both graphical and tabular IT-Level, technical and 
management reports. Default reports can also serve as the base 
template for the creation of customized reports which fit specific 
network-reporting requirements.  

Report scheduling service  

The report scheduling service controls the scheduling and automatic 
distribution of reports by email. Reports generated by this service can 
also be saved to a specific hard disk location in a variety of formats 
which include DOC, PDF, RTF and HTML.  

Key features 

Centralized reporting 

GFI ReportCenter is a one-stop, centralized reporting framework 
which enables the generation and customization of graphical and 
tabular reports for a wide array of GFI Products.  

Wizard assisted configuration 

Wizards are provided to assist you in the configuration, scheduling 
and customization of reports. 
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Report scheduling 

With GFI ReportCenter you can schedule reports to be generated on a 
pre-defined schedule as well as at specified intervals. For example, 
you can schedule lengthy reports to be generated after office hours. 
This allows you to maximize the availability of your system resources 
during working hours and avoid any possible disruptions to workflow. 

Distribution of reports via email  

GFI ReportCenter allows you to automatically distribute generated 
reports via email. In scheduled reports, this can be achieved 
automatically after the successful generation of a scheduled report.  

Report export to various formats 

By default, GFI ReportCenter allows you to export reports to various 
formats. Supported formats include HTML, PDF, XLS, DOC and RTF. 
When scheduling reports, you can optionally configure the preferred 
report output format. Different scheduled reports can also be 
configured to output generated reports to different file formats.  

Default reports 

The GFI EndPointSecurity ReportPack ships with a default set of 
graphical and tabular reports. These reports can be generated without 
any further configuration effort immediately after the installation. The 
default reports in this ReportPack are organized into four different 
report-type categories: Executive, Statistical, Technical and Top 20. 
For a detailed description of every report refer to óAppendix 1ô in this 
manual. 

Report customization 

The default reports that ship with every ReportPack can serve as the 
base template for the creation of customized reports. Report 
customization is achieved by building up custom data filters which will 
analyze the data source and filter the information that matches 
specific criteria. In this way, you create reports tailored to your 
reporting requirements.  

Favorites 

GFI ReportCenter allows you to create bookmarks to your most 
frequently used reports ï both default and custom. 

Printing 

By default, all reports generated by GFI ReportCenter are printer 
friendly and can be printed through the windows printing services 
provided by the system where GFI ReportCenter is installed.  
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Installation 

System requirements 

Install the GFI EndPointSecurity ReportPack on a computer that 
meets the following requirements:  

¶ Windows 2000 (SP4) / XP (SP2) / 2003 operating system. 

¶ Internet Explorer 5.1 or higher. 

¶ .NET Framework version 1.1. 

NOTE: The GFI EndPointSecurity ReportPack only allows you to 
generate reports for data contained in the SQL Server database 
backend of GFI EndPointSecurity. 

Installation procedure 

The GFI EndPointSecurity ReportPack includes an installation wizard 
which will assist you through the installation process. During the 
installation process this wizard will:  

¶ Verify that you are running the latest version of the GFI 
ReportCenter framework; if you are installing the framework for the 
first time or the currently installed framework version is outdated, 
the installation wizard will automatically download the latest one 
for you. 

¶ Automatically install all the required components distributed 
including the GFI ReportCenter framework, the GFI 
EndPointSecurity default reports and the Report Scheduling 
service.  

To start the installation: 

1. Double-click on EndPointSecurity4rp.exe. As soon as the 
welcome dialog is displayed, click Next to start the installation.  



 

10 ¶ Installation GFI ReportCenter 

 
Screenshot 2 - GFI ReportCenter framework detection dialog 

2. If the current version of your GFI ReportCenter framework is not 
compatible with the GFI EndPointSecurity ReportPack, you will be 
prompted to download and install an updated version. To 
automatically achieve this, leave the dialog options as default and 
click on the Next button. 

 
Screenshot 3 - Check for latest build availability 

3. Choose whether you want the installation wizard to search for a 
newer build of the GFI EndPointSecurity 4.0 ReportPack on the GFI 
website. Then, click on the Next button to proceed with the 
installation.  
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4. In the license dialog, read the licensing agreement carefully. Select 
the óI accept the Licensing agreementô option and click on Next to 
continue.  

 
Screenshot 4 - Licensing details dialog 

5. Specify the full user name, the company name and the license key 
of GFI EndPointSecurity. If you will be evaluating the product for 10 
days, leave the evaluation key as default (i.e. ñEvaluationò). Click on 
Next to continue.  

 
Screenshot 5 ï SQL Server selection dialog 



 

12 ¶ Installation GFI ReportCenter 

6. Specify the details of the SQL Server which is hosting your GFI 
EndPointSecurity database backend, and the database name. 

NOTE: For evaluation purposes you can also use the test database 
that is distributed with this installation (available only as a Beta 
version). 

 
Screenshot 6 - Email configuration dialog 

7. Specify the default email settings that will be used for report 
distribution.  

8. Specify the product installation path or click Next to leave as 
default. The installation will need approximately 100 MB of free disk 
space.  

9. The installation wizard is now ready to copy the required files and 
finalize the installation. To proceed click on the Next button.  

Launching the GFI EndPointSecurity reports for GFI ReportCenter 

Following the installation, launch the GFI EndPointSecurity Reports for 
GFI ReportCenter from Start Ʒ Programs Ʒ GFI ReportCenter 3.5 
Ʒ EndPointSecurity 3 ReportPack. 

NOTE: GFI ReportCenter will run with limited functionality upon expiry 
of the evaluation period. This will also occur if the license key you 
entered is not a valid GFI EndPointSecurity license key.  

Selecting a product 

When more than one product ReportPack is installed, use the 
Product Selection drop down list to select the GFI product 
ReportPack to be used. 
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Screenshot 7 ï Product Selection drop down list 

For example, to run the reports provided in the GFI EndPointSecurity 
ReportPack: 

1. Launch GFI ReportCenter from Start Ʒ Program Files Ʒ GFI 
ReportCenter. 

2. Select óGFI EndPointSecurity 4.0ô from the Product Selection drop 
down list.  

NOTE: Select the óALL PRODUCTSô option to display and navigate all 
the ReportPacks that are currently installed in GFI ReportCenter. 
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Getting started: Default reports 

Introduction 

After installing the GFI EndPointSecurity ReportPack, a number of 
specialized pre-configured reports can immediately be generated on 
the data stored in the database backend of GFI EndPointSecurity.  
These default reports are organized into the following categories: 

¶ Executive Reports: Use the reports in this category to generate a 
high-level activity summary of all devices being controlled across 
the network. The information presented in these executive reports 
is mostly graphical and includes:  

o The percentage amount of allowed versus denied device 
access requests.  

o Device usage activity by user, machine and device class.  

o Trend reports such as device access attempts per day.  

o The top 10 device users who have been mostly allowed and 
denied access to controlled devices. 

¶ Statistical Reports: Use the reports in this category to generate a 
statistical overview of the device usage activity on a user and/or 
device basis. 

¶ Technical Reports: Use the reports in this category to generate 
detailed technical information related to controlled devices. This 
includes the number of times that each device was connected to 
computers protected by GFI EndPointSecurity. Technical reports  
allow you to generate report grouped by; users accessing each 
device, computers to which the devices were connected and the 
device class to which every connected device belongs. 

¶ Top 20 Reports: Use the reports in this category to pinpoint top 
authorized/unauthorized device users as well as to enumerate the 
devices which were most frequently accessed across a network. 

GFI EndPointSecurity default reports are accessed by clicking on the 
Default Reports navigation button provided in the management 
console. 

TIP: Click on the report nodes to view a description and a sample 
output of what the selected report will contain.  

Generating a default report 

To generate a default report: 

1. Click on the Default Reports navigation button to bring up the list 
of default reports available. 
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Screenshot 8 ï Selecting the data set period 

2. Right-click on the report that you wish to generate, select Run and 
specify which device activity data will be represented in the report.  

NOTE: Default reports can be based on the device activity data 
collected today, yesterday, during the last 7 days or over the last 30 
days. Further to this, you can also base your reports on data collected 
during a particular day, month or date/time period. 

Example 1: Generating a ñDevice usage summaryò report 
based on yesterdayôs data. 

This example demonstrates how to generate a ñDevice usage 
summaryò report based on the data collected by GFI EndPointSecurity 
during the previous day. 

1. Click on the Default Reports navigation button to bring up the list 
of available reports. 

2. Right-click on Device usage summary and select Run Ʒ For 
Yesterday. 

Example 2: Generating a ñDevice usage summaryò report 
based on that data collected on a particular day. 

This example demonstrates how to generate a ñDevice usage 
summaryò report based on the data collected by GFI EndPointSecurity 
on June 1, 2006. 

1. Click on the Default Reports navigation button to bring up the list 
of available reports. 

2. Right-click on Device usage summary and select Run Ʒ For 
Custom Date. 
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Screenshot 9 - Configuring custom date/time period 

3. Select the óDayô option and expand the provided drop down. This 
will bring up the date selection calendar. 

4. Navigate to the required month (i.e. June) and select the required 
day (i.e. 1). 

5. Click Finish to generate the report. 

Example 3: Generating a ñDevice usage summaryò report 
based on data collected over a specific date/time period. 

This example demonstrates how to generate a ñDevice usage 
summaryò report based on the data collected by GFI EndPointSecurity 
between June 1, 2006 and June 10, 2006. 

1. Click on the Default Reports navigation button to bring up the list 
of available reports. 

2. Right-click on Device usage summary and select Run Ʒ For 
Custom Date. 
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Screenshot 10 - Configuring custom date/time period 

3. Select the óDate rangeô option and specify the required parameters: 

¶ óFromô ï 01/06/2006 00:00:00. 

¶ óToô ï 01/06/2006 23:59:59. 

NOTE: Date and time format are based on the regional settings 
configured on your computer. 

4. Click Finish to generate the report. 

Analyzing the generated report 

 
Screenshot 11 ï Generated reports are displayed in the right pane of the management console 
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Generated reports are shown in the right pane of the GFI 
ReportCenter. Use the toolbar at the top of the report pane to access 
common report related functions: 

Report browsing options 

 Browse the generated report page by page. 

 Zoom in/Zoom out. 

 Search the report for particular text or characters. 

 Go directly to a specific page. 

 Breakdown the report into a group tree (e.g. by date/time). 

 Print report. 

Report storage and distribution options 

 Export the generated report to a specific file format. 

 Distribute the generated report via email. 

NOTE: For information on how to configure report storage and 
distribution options refer to the óConfiguring Advanced Settingsô 
section in this manual. 

Adding default reports to the list of favorite reports 

 
Screenshot 12 ï Favorite Reports navigation button 

You can group and access frequently used reports through the 
Favorite Reports navigation button. To add a default report to the list 
of favorite reports: 

1. Click on the Default Reports navigation button to bring up the list 
of available reports. 

2. Right-click on the default report that you wish to add to favorites 
and select Add to favorites list. 
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Custom reports 

Introduction 

GFI ReportCenter allows you to create custom reports which are 
tailored to your reporting requirements. This is achieved by building up 
custom data filters which will analyze the data source and filter out the 
information that matches the specified criteria.  

Creating a new custom report 

To create a custom report: 

1. Click on the Default Reports navigation button. 

2. Right-click on the default report that will be used as a custom report 
template and select New Ʒ Custom Report. This will bring up the 
óCustom Report Wizardô.  

 
Screenshot 13 ï Selecting the data source to use 

3. Select the data source that will be used to generate the custom 
report. 
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Screenshot 14 ï Specifying data filter conditions 

4. Configure the data filter conditions that will be applied against the 
selected data source. Click on Next to continue. 

NOTE: For more information on how to configure filter conditions, 
refer to the section óConfiguring data filter conditionsô in this manual.  

5. Specify a name and description for the customized report. Click on 
Next to continue. 

6. Click on Finish to finalize your configuration settings.  

Configuring data filter conditions 

Use data filter conditions to specify which device usage activity will be 
included in the report. Only the device usage activity which matches 
the specified criteria will be processed and presented within the report.  
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Screenshot 15 - Custom Report Wizard: Filters dialog 

Click on the Addé button to bring up the óEdit filter propertiesô dialog. 
Configurable options in this dialog include:  

¶ óFilter conditionô ï This is the data source area on which the filter 
will focus (for example, select óComputer Nameô to filter the device 
activity data that is related to a particular computer).  

¶ óConditionô ï The condition comparison parameter.  

¶ óValueô ï The string to which source data will be compared.  

For example to generate a report which contains only information 
related to a workstation called ñTM_Admin1ò, configure your filter 
parameters as shown below: 

 
Screenshot 16 - Filter conditions configuration dialog 
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For more specific reports, you can limit the range of information to be 
displayed by tightening your search criteria. This is achieved by 
configuring and applying multiple data filters against the selected data 
source. When more than one filter is used, you will also have to 
specify how these filters will be logically linked. This is achieved by 
selecting a logical grouping condition from óFilter property conditionéô 
drop down list provided at the bottom of the dialog.   

¶ Select And to include ALL the scan data information that satisfies 
ALL of the conditions specified in the filters. 

¶ Select Or to include ALL the scan data information that matches at 
least one of the specified filter conditions.  

Example: Using multiple filters 

Consider the situation where a custom report has 2 filters configured 
as follows: 

  
Screenshot 17 - Using multiple filters 

Parameters Filter 1 Filter 2 

   

Filter condition Computer Name User Name 

Logical relation Is equal to Includes 

Value óTM_Admin1ô óJasonô 

 

The data which will be included in this custom report will vary 
according to how these filters will be applied against your data. This is 
defined through the óFilter property conditionéô drop-down.  

 
Filters applied Data output 

    

Filter 1 and Filter 2 The report will show: 

¶ All the device usage activity made by 
users called óJasonô on the computer 
called óTM_Admin1ô. 

Filter 1 or Filter 2 The report will show: 

¶ All the device usage activity made by 
users called óJasonô ï (no matter on which 
computer the connections were made) 

AND 

¶ All device connections made to the 
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computer called óTM_Admin1ô ï (no matter 
who the users are). 

Example: Creating a custom report based on data collected 
during a particular month 

This example demonstrates how to generate a device usage summary 
report called óDevice Usage on June 2006ô. This report will be based 
on the device usage activity: 

¶ Collected from the computer called óTM_Admin1ô  

¶ Made by a particular user called óJason Micallefô 

¶ Recorded during the month of óJune 2006ô. 

To create this report: 

1. Click on the Default Reports navigation button. 

2. Right-click on the report that you wish to customize and select New 
Ʒ Custom Report. This will bring up the óCustom Reports Wizardô. 

3. As soon as the welcome dialog is displayed, click Next. 

 
Screenshot 18 ï Selecting the data source to use 

4. Select the óMonthô option and specify the following parameters: 

¶ Month : óJuneô. 

¶ Year : ó2006ô. 

5. Click on Next to proceed to the data filters dialog. 
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Screenshot 19 - Filter conditions dialog(s) 

5. Click on the Addé button and configure the parameters of filter 1 
as follows: 

¶ Filter condition : óComputer Nameô  

¶ Condition : óEqual toô  

¶ Value : óTM_Admin1ô  

7. Click OK to finalize your filter configuration settings. 

8. Click again on the Addé button and configure the parameters of 
filter 2 as follows: 

¶ Filter condition : óUser Nameô  

¶ Condition : óEqual toô  

¶ Value : óJason Micallefô  

¶ Filter Property conditioné : óandô 

9. Click OK to finalize your filter configuration settings. 

10. Click Next  and specify the following parameters: 

¶ Report Name : óDevice usage on June 2006ô 

¶ Report Title : óDevice usage by Jason Micallef on computer 
TM_Admin1ô 

¶ Report Description: óThis report shows the device connections 
made by user Jason Micallef on computer TM_Admin1 during 
June 2006.ô 

11. Click Next to proceed to the final dialog. 

12. Click Finish to finalize your custom report configuration settings. 
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Run a custom report 

To run a custom report: 

1. Click on the Custom Reports navigation button. 

2. Right-click on the custom report that you wish to generate and 
select Generate. 

Editing a custom report 

To edit the configuration settings of a custom report: 

1. Click on the Custom Reports navigation button. 

 
Screenshot 20 - Custom Report Wizard: Welcome dialog 

2. Right-click on the custom report that you wish to modify and select 
Edit. This will bring up the óCustom Reports Wizardô through which 
you can make the required changes.  

NOTE: For more information on how to configure the parameters of a 
custom report refer to the óCreating a custom reportô section in this 
chapter. 

Deleting a custom report 

To delete a custom report: 

1. Click on the Custom Reports navigation button. 

2. Right-click on the custom report that you wish to permanently 
remove from the list and select Delete.  

3. Click Yes to confirm. 
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Adding custom reports to the list of favorite reports 

 
Screenshot 21 - Favorite reports navigation button  

You can group and access frequently used reports through the 
Favorite Reports navigation button. To add a custom report to the list 
of favorite reports: 

1. Click on the Custom Reports navigation button  to bring up the list 
of available reports. 

2. Right-click on the custom report that you wish to add to favorites 
and select Add to Favorites List. 
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Scheduling reports 

Introduction 

GFI ReportCenter allows you to generate reports on a pre-defined 
schedule as well as at specified intervals. In this way you can 
automate the generation of reports which need to be created and 
delivered on a regular basis.  

Further to this, GFI ReportCenter can also be configured to 
automatically distribute scheduled reports via email. For every 
scheduled report, you can configure custom emailing parameters 
including the list of report recipients and the file format (e.g. pdf) in 
which the report will be attached to the email. 

Use the report scheduling feature to automate your report generation 
requirements. For example, you can schedule lengthy reports after 
office working hours and automatically email them to the intended 
recipients. In this way, you maximize the availability of your system 
resources during working hours and avoid any possible disruptions to 
workflow.  

Both default and custom reports can be scheduled for automatic 
generation.  

Scheduling a report 

To schedule a report 

1. Click on the Default/Custom Reports option pane. 

2. Right-click on the report to be scheduled and select New Ʒ 
Scheduled report. This will bring up the óScheduled Report Wizardô. 
Click on Next to continue.  
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Screenshot 22 ï Report Scheduling Wizard: Data-set selection dialog 

3. Select the device usage period to be covered by this report. 

 
 Screenshot 23 ï Report Scheduling Wizard: Time schedule dialogue 

4. Specify the report scheduling parameters (date/time/frequency). 
Click on Next to continue.  
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Screenshot 24 ï Report Scheduling Wizard: Advanced Settings dialog 

5. To export the generated report to file, select the óExport to fileô 
option. To customize the report export configuration settings click on 
the Settings button underneath this option. 

NOTE: For information on how to configure export-to-file settings refer 
to the óConfiguring report export to file optionsô section in this chapter. 

6. To automatically distribute generated reports via email, select the 
óSend by mailô option. To customize the email settings used for report 
distribution click on the Settings button underneath this option. 

NOTE: For information on how to configure email settings refer to the 
óConfiguring report emailing optionsô in this chapter.  

7. Specify a name and description for this scheduled report. Click on 
Next to continue. 

8. Click on Finish to finalize your settings.  

Configuring advanced settings 

GFI EndPointSecurity ReportPack allows you to export scheduled 
reports to a specific file format as well as to automatically distribute 
these reports via email. This is achieved using either a set of 
parameters (e.g. recipientôs email addresses) which are specified on 
the fly during scheduled report configuration or using the default set of 
report export and distribution parameters configured during the 
ReportPack installation.  

NOTE: The Report Scheduling Wizard is by default configured to use 
the default set of report export and distribution parameters. 

Report export formats 

Scheduled reports can be exported in a variety of formats. Supported 
file formats include: 

 


