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Introduction

About GFI ReportCenter
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Figure 1 - Centralized reporting framework

GFI ReportCenter is a centralized reporting framework that allows you
to generate various reports using data collected by different GFI
products. GFI releases specialized reports for each of its products,
referred to as a ReportPack; for example, the GFI EndPointSecurity
ReportPack. A ReportPack can be purchased as an add-on to the GFlI
product.
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Figure 27 Several ReportPacks plugged into the GFI ReportCenter framework

A ReportPack plugs into the GFI ReportCenter framework; allowing
you to generate, analyze, export and print the information generated
through these reports.

About the GFI EndPointSecurity 4.0 ReportPack

The GFI EndPointSecurity ReportPack is a full-fledged reporting
companion to GFI EndPointSecurity. It allows you to generate
graphical IT-level, technical and management reports based on the
portable device usage events recorded by GFI EndPointSecurity.

From trend reports for management (ROI) to daily drill-down reports
for technical staff; the GFI EndPointSecurity ReportPack provides you
with the easy-to-view information required, to fully understand the
ever-changing portable device activity on your corporate network.

The GFI EndPointSecurity ReportPack allows for the creation of
various graphical and text based reports including: Executive
summaries, Statistical reports, Technical reports and Top 20 reports.

Components of the GFI EndPointSecurity 4.0 ReportPack

When you install the GFI EndPointSecurity 4.0 ReportPack, the
following components are installed:

1 GFI ReportCenter framework
1 GFI EndPointSecurity 4.0 default reports
1 Report scheduling service

GFI ReportCenter framework

The GFI ReportCenter framework is the management console through
which you can generate the specialized product reports which are

4 q Introduction GFI ReportCenter



shipped with a product ReportPack. The GFI ReportCenter framework
offers a common application interface through which you can
navigate, generate, customize and schedule reports.
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Screenshot 11 The GFI ReportCenter management console

The GFI ReportCenter management console is organized as follows:

Navigation Pane i Use this pane to access the navigation
o buttons/configuration options provided with GFI ReportCenter.

Product Selection drop-down list T Use this drop-down list to
select the GFI product for which to generate reports. The Product
2] Selection drop-down list displays all the products for which you
have installed a ReportPack.

Favorite Reports i Use this navigation button to access your
favorite/most used reports. For more information on how to add

@ reports to this 1ist r e ftoehelistob
favoritereportsd6 and &6 Addi n g tothe lsttofofavorite
reportsé sections in this mani

Default Reports 7 Use this navigation button to access the
default list of reports which can be generated for the selected
4 product. For more information on default reports refer to the &FI
EndPointSecurity defaultr e p osedtion & this manual.

Custom Reports i Use this navigation button to access the list
of customized reports which can be generated for the selected
@ | product. For more information on how to create custom reports
refer to the 6Getting Started:
in this manual.

@  Scheduled Reports i Use this navigation button to access the

GFI ReportCenter Introduction 5



list of scheduled reports for automatic generation and
distribution. For more information on how to create scheduled
reports refer to the 0Scindhisu
manual.

Options 1 Use this navigation button to access the general
@ | configuration settings for the GFI product selected in the
Product Selection drop down list.

Help 7 Use this navigation button to show this Quick Reference
© | Guide in the Report Pane of the GFI ReportCenter management
console.

Report Pane - Use this multi-functional pane to:

1 View and analyze generated reports.

T Maintain the scheduled reports list.

1 Explore samples and descriptions of default reports.

Export i Use this button to export generated reports to various
@ | formats including HTML, Adobe Acrobat (PDF), Excel (XLS),
Word (DOC), and Rich Text Format (RTF).

i} Send email T Use this button to instantly distribute the last
generated report via email.

GFI EndPointSecurity 4.0 default reports

The GFI EndPointSecurity 4.0 default reports are a collection of
specialized pre-configured reports which plug into the GFlI
ReportCenter framework. These reports present the portable device
usage activity recorded by GFI EndPointSecurity and allow for the
generation of both graphical and tabular IT-Level, technical and
management reports. Default reports can also serve as the base
template for the creation of customized reports which fit specific
network-reporting requirements.

Report scheduling service

The report scheduling service controls the scheduling and automatic
distribution of reports by email. Reports generated by this service can
also be saved to a specific hard disk location in a variety of formats
which include DOC, PDF, RTF and HTML.

Key features

Centralized reporting

GFl ReportCenter is a one-stop, centralized reporting framework
which enables the generation and customization of graphical and
tabular reports for a wide array of GFI Products.

Wizard assisted configuration

Wizards are provided to assist you in the configuration, scheduling
and customization of reports.

6 | Introduction GFI ReportCenter



Report scheduling

With GFI ReportCenter you can schedule reports to be generated on a
pre-defined schedule as well as at specified intervals. For example,
you can schedule lengthy reports to be generated after office hours.
This allows you to maximize the availability of your system resources
during working hours and avoid any possible disruptions to workflow.

Distribution of reports via email

GFI ReportCenter allows you to automatically distribute generated
reports via email. In scheduled reports, this can be achieved
automatically after the successful generation of a scheduled report.

Report export to various formats

By default, GFI ReportCenter allows you to export reports to various
formats. Supported formats include HTML, PDF, XLS, DOC and RTF.
When scheduling reports, you can optionally configure the preferred
report output format. Different scheduled reports can also be
configured to output generated reports to different file formats.

Default reports

The GFI EndPointSecurity ReportPack ships with a default set of
graphical and tabular reports. These reports can be generated without
any further configuration effort immediately after the installation. The
default reports in this ReportPack are organized into four different
report-type categories: Executive, Statistical, Technical and Top 20.
For a detailed description of e
manual.

Report customization

The default reports that ship with every ReportPack can serve as the
base template for the creation of customized reports. Report
customization is achieved by building up custom data filters which will
analyze the data source and filter the information that matches
specific criteria. In this way, you create reports tailored to your
reporting requirements.

Favorites

GFl ReportCenter allows you to create bookmarks to your most
frequently used reports i both default and custom.

Printing

By default, all reports generated by GFI ReportCenter are printer
friendly and can be printed through the windows printing services
provided by the system where GFl ReportCenter is installed.

very
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Installation

System requirements

Install the GFI EndPointSecurity ReportPack on a computer that
meets the following requirements:

1 Windows 2000 (SP4) / XP (SP2) / 2003 operating system.
1 Internet Explorer 5.1 or higher.
1 .NET Framework version 1.1.

NOTE: The GFI EndPointSecurity ReportPack only allows you to
generate reports for data contained in the SQL Server database
backend of GFI EndPointSecurity.

Installation procedure

The GFI EndPointSecurity ReportPack includes an installation wizard
which will assist you through the installation process. During the
installation process this wizard will:

1 Verify that you are running the latest version of the GFlI
ReportCenter framework; if you are installing the framework for the
first time or the currently installed framework version is outdated,
the installation wizard will automatically download the latest one
for you.

9 Automatically install all the required components distributed
including the GFI ReportCenter framework, the GFlI
EndPointSecurity default reports and the Report Scheduling
service.

To start the installation:

1. Double-click on EndPointSecurity4rp.exe. As soon as the
welcome dialog is displayed, click Next to start the installation.

GFI ReportCenter Installation 9



]'E GFl EndPointSecurity 4.0 ReportPack Setup HiE

GFI Report Center Framework detection

GFI Report Center framework. was not found on the system

GFl EndPointSecurty 4.0 ReportPack requires GFl Report Center framewark verzion 3.5
[build 200701717 or newer] in order ta run. vou need to download and install the GFI Feport
Center framework version 3.5 in arder to proceed.

Ol Download and install the GF| Repart Center framewark, version 3.5.
| will manwally install GFl Report Center framewark version 3.5 and restart this installation.

< Back Mext » | Cancel

Screenshot 2 - GFI ReportCenter framework detection dialog

2. If the current version of your GFI ReportCenter framework is not
compatible with the GFI EndPointSecurity ReportPack, you will be
prompted to download and install an wupdated version. To
automatically achieve this, leave the dialog options as default and
click on the Next button.

]ﬂ GFI EndPointSecurity 4.0 ReportPack Setup M= B3

Check for latest build availability
Check for a newer version of GFl EndPointS ecurity 4.0 ReportPack.

Thiz installation can check whether there iz a newer build for GFI EndPointSecunty
4.0 ReportPack downloadable from the GFI web site. Thiz procedure will reguire an
internet connection in order to connect ta the GFl web site,

¢ 'es, pleaze check for a newer verzion of GF EndPaintSecunty 4.0 HeportFack on the [iF
aveh zite,
" Mg thank vou, do nat check for a newer version and continug with the current installation.

< Back Mest » | Cancel |

Screenshot 3 - Check for latest build availability

3. Choose whether you want the installation wizard to search for a
newer build of the GFI EndPointSecurity 4.0 ReportPack on the GFI
website. Then, click on the Next button to proceed with the
installation.

10 Y Installation GFI ReportCenter



4. In the license dialog, read the licensing agreement carefully. Select
the ceclepa the Li cenoptiomand clic oreMertdont 6
continue.

]'E GFI EndPointSecurity 4.0 ReportPack Setup [_ [

Licenze Key

Enter the following information to perzonalize your inztallation

Pleasze enter pour name, company and licenze ke, IF pou do not have a license ke pou can
uze GFl EndPointS ecurnity 4.0 ReportPack as an evaluation wersion for the firzt 10 days.

Full Mame: |/ ason Micallef
Cornpary: |I3FI Software Ltd
License Kep: |Evaluatiu:un

Cancel

Screenshot 4 - Licensing details dialog

5. Specify the full user name, the company name and the license key

of GFI EndPointSecurity. If you will be evaluating the product for 10

days, |l eave the evaluation key as defaul't
Next to continue.

]'E GFl EndPointSecurity 4.0 ReportPack Setup HiE

Database selection

Data source settings for GFl EndPaointSecurnity 4.0 ReportPack

Specify the databaze zource that will be uzed by the GFl EndPointSecurity 4.0 ReportPack.

" Uze sample databaze
* |ze SOL Server databaze

Server: |TMJASDN-ELIENT1
Databaze |ESEE4
[ Use Windows authentication.

Login uging the following credentialz [SEL Account]:

zer: |$a

xxxxxxxxxxxxxxxxxxxx>1

Pazzword:

< Back Mest » | Cancel

Screenshot 51 SQL Server selection dialog
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6. Specify the details of the SQL Server which is hosting your GFI

EndPointSecurity database backend, and the database name.

NOTE: For evaluation purposes you can also use the test database

that is distributed with this installation (available only as
version).

iix'!:“ GFI EndPointSecurity 4.0 ReportPack Setup

Mail Settings

Enter adminiztrator email and SMTP mail zerver zettings

a Beta

P S |

< -{:
}}]

Fleaze enter the detail: of the SMTF server and email adress that are to be used by GFI
EndPaintSecurnity 4.0 ReportFPack for email reporting.

From: GFIReportCenterd@l 27.0.0.1

To Iadministratnr@lncalhnst

SMTP server: I'l 27.001 Part: |25

% SMTP server does not require authentication.

" BMTP server requires authertication,

SMTF Liser |

SMTP Pazsword: I Werify Mail Settings |

< Back I et > I Cancel |

Screenshot 6 - Email configuration dialog

7. Specify the default email settings that will be used for report

distribution.

8. Specify the product installation path or click Next to leave as
default. The installation will need approximately 100 MB of free disk

space.

9. The installation wizard is now ready to copy the required files and

finalize the installation. To proceed click on the Next button.

Launching the GFI EndPointSecurity reports for GFI ReportCenter

Following the installation, launch the GFI EndPointSecurity Reports for
GFI ReportCenter from Start 3 Programs 3 GFI ReportCenter 3.5

3 EndPointSecurity 3 ReportPack.

NOTE: GFI ReportCenter will run with limited functionality upon expiry
of the evaluation period. This will also occur if the license key you

entered is not a valid GFI EndPointSecurity license key.

Selecting a product

When more than one product ReportPack is installed, use the

Product Selection drop down list to select the GFI
ReportPack to be used.

product

12 { Installation
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Product Selection

IGFI EndPuaintS ecurity 4.0 RepaortPack,
([3F] EndPantSecunty 4.0 HeportPack,
ALL PRODIUCTS

Screenshot 7 i Product Selection drop down list

For example, to run the reports provided in the GFI EndPointSecurity
ReportPack:

1. Launch GFI ReportCenter from Start 3 Program Files 3 GFlI
ReportCenter.

2. Select &FI EndPointSecurity 4.06from the Product Selection drop
down list.

NOTE: Sel ect the O6ALL PRODUCTSO6 option to di
the ReportPacks that are currently installed in GFI ReportCenter.

GFI ReportCenter Installation § 13






Getting started: Default reports

Introduction

After installing the GFI EndPointSecurity ReportPack, a number of
specialized pre-configured reports can immediately be generated on
the data stored in the database backend of GFI EndPointSecurity.
These default reports are organized into the following categories:

1 Executive Reports: Use the reports in this category to generate a
high-level activity summary of all devices being controlled across
the network. The information presented in these executive reports
is mostly graphical and includes:

o The percentage amount of allowed versus denied device
access requests.

Device usage activity by user, machine and device class.
Trend reports such as device access attempts per day.

The top 10 device users who have been mostly allowed and
denied access to controlled devices.

i Statistical Reports: Use the reports in this category to generate a
statistical overview of the device usage activity on a user and/or
device basis.

9 Technical Reports: Use the reports in this category to generate
detailed technical information related to controlled devices. This
includes the number of times that each device was connected to
computers protected by GFI EndPointSecurity. Technical reports
allow you to generate report grouped by; users accessing each
device, computers to which the devices were connected and the
device class to which every connected device belongs.

I Top 20 Reports: Use the reports in this category to pinpoint top
authorized/unauthorized device users as well as to enumerate the
devices which were most frequently accessed across a network.

GFI EndPointSecurity default reports are accessed by clicking on the
Default Reports navigation button provided in the management
console.

TIP: Click on the report nodes to view a description and a sample
output of what the selected report will contain.

Generating a default report

To generate a default report:

1. Click on the Default Reports navigation button to bring up the list
of default reports available.

GFI ReportCenter

Getting started: Default reports 15



Default Reports

E-{&] GFl EndPaintSecurity 4.0 ReportPack
El-+54 Executive
&i‘. Device uzage summar
@ Users making use of e:
&i‘. Devices uzed by each Add To Favornites List For resterday
83 Device access fends New R For Last 7 Days
[#-+57 Statistical For Lazt 30 Days
-5 Top20 For Custom [ ate
-5 Technical

Screenshot 81 Selecting the data set period

2. Right-click on the report that you wish to generate, select Run and
specify which device activity data will be represented in the report.
NOTE: Default reports can be based on the device activity data
collected today, yesterday, during the last 7 days or over the last 30
days. Further to this, you can also base your reports on data collected
during a particular day, month or date/time period.

Example 1: Generatingafi De vi c e wmmgragpsrt
based on yest.erdayds dat a

This example demonstrates how to generate a i Bvice usage
summaryd r ebpsed on the data collected by GFI EndPointSecurity
during the previous day.

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Device usage summary and select Run 3 For
Yesterday.

Example 2: Generatingafi Devi ce usage summaryo rep
based on that data collected on a particular day.
This example demonstrates how to gener at e a ADevice us a

summaryo report based on the data coll ect
on June 1, 2006.

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Device usage summary and select Run 3 For
Custom Date.

16 | Getting started: Default reports GFI ReportCenter



Specify custom date |

Date Time o
Select the datetime period on which to base the report

Reports bazed on date and time will gather all scans made during the selected time period and
will generate results baged on information found durind these scans.

" Relative

IT::uday j
& Day

| Tuesday . Juy 18 2006 =]

S K Ju.z06 I3
Sun Mon TueWed Thu Fri Sat o] rear IEDDE

~d2 2 27 28 29 30 1
2 3 4 B B 7 8 —
3 10 11 12 13 14 15 [LOHEM =5
165 17 WEl 9 20 2 22 [EERET =
23 24 25 265 27 28 29
— w3 1 2 3 4 &

[ |Today: 7/18/2006 ek |[ Fnsh | cancel

Screenshot 9 - Configuring custom date/time period

3. Sel e ct optiorhand exdamdythie provided drop down. This
will bring up the date selection calendar.

4. Navigate to the required month (i.e. June) and select the required
day (i.e. 1).

5. Click Finish to generate the report.

Example 3: Generating a ADevice usage
based on data collected over a specific date/time period.

Thi s exampl e demonstrates how to gener g

summaryo report based on the data coll ect
between June 1, 2006 and June 10, 2006.

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on Device usage summary and select Run 3 For
Custom Date.

GFI ReportCenter Getting started: Default reports 17



Specify custom date |

Date Time Lo,
Select the datetime perod on which to base the report

Reports bazed on date and time will gather all scans made during the selected time perod and
will generate results baged on information found durind these scans.

" Relative

IT::uday j
" Day

| Tuesday . Juy 18 2006 2
' Manth

fuy | vear [2006

* Date range
B | e/22/2006 =] 9:22534M
Too | 6222006 =|[11:2253PM

—
—
|
—

< Back | Finizh I Cancel

Screenshot 10 - Configuring custom date/time period

3. Sel datarangeboptiondand specify the required parameters:
1 o6 Fr o 0if6/2006 00:00:00.
1 O Tb@L/06/2006 23:59:59.

NOTE: Date and time format are based on the regional settings
configured on your computer.

4. Click Finish to generate the report.

Analyzing the generated report

GFI ReportCenter 3.5 M= E3
File Tools Help

JAEYEEY B Y.
A WX S =2

M ainRepart I

Product Selection

IGFI EndPointS ecurity 4.0 ReportPack. d

Default Reports sovice sccosa
= GFI EndPointSecurity 4.0 ReportPack Danied

Erzcutive

| v

-8 Users making use of each device
8 Devices used by each user

-85 Device access frends

+-041 Statistical

- Tap2i

2 Technical

File Sysiem  Non File System
Devices Devices

'{:\g Favorite Reports

W Default Reports

ED Custom Reports

CO DVD ROM
Q Scheduled Reports .

{4} Options Floppy Disk [t +

.2) Help

Allowed
.
‘Current Page Mo.: 1 ‘Tntal Page Mo.: 2 |200m Factar: Page 'w/idth
| 4

Network

Screenshot 117 Generated reports are displayed in the right pane of the management console
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Generated reports are shown in the right pane of the GFI
ReportCenter. Use the toolbar at the top of the report pane to access
common report related functions:

Report browsing options

M4 »M Browse the generated report page by page.

d Zoom in/Zoom out.

A Search the report for particular text or characters.

s Go directly to a specific page.

] Breakdown the report into a group tree (e.g. by date/time).

= | Print report.

Report storage and distribution options
W1 Export the generated report to a specific file format.

£ Distribute the generated report via email.

NOTE: For information on how to configure report storage and
distribution options refer to the €onf i guri ng Advanced Set
section in this manual.

Adding default reports to the list of favorite reports

Default Reports

_]- <+ Executive

[ o4 Statiztical
- Tep20
-5 Technical e 4

« |_»|“|

Screenshot 12 7 Favorite Reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a default report to the list
of favorite reports:

1. Click on the Default Reports navigation button to bring up the list
of available reports.

2. Right-click on the default report that you wish to add to favorites
and select Add to favorites list.

GFI ReportCenter Getting started: Default reports 19






Custom reports

Introduction

GFI ReportCenter allows you to create custom reports which are
tailored to your reporting requirements. This is achieved by building up
custom data filters which will analyze the data source and filter out the
information that matches the specified criteria.

Creating a new custom report

To create a custom report:
1. Click on the Default Reports navigation button.

2. Right-click on the default report that will be used as a custom report
template and select New 3 Custom Report. This will bring up the
6Custom Ragort W

Custom Heport Wizard |

Date Time Lo,
Select the datetime perod on which to base the report

Reports bazed on date and time will gather all scans made during the selected time perod and
will generate results baged on information found durind these scans.

" Belative
I Today j
" Day

| Tuesday . Juy 18 2006 2
' Manth

[y | rear [z00

f* Date range
Eome | 7Ag/2006 =] E:22:40PM
Too | 7182006 =] E:22:40PM

|
—
—
—

< Back | Hemt = I Cancel

Screenshot 137 Selecting the data source to use

3. Select the data source that will be used to generate the custom
report.
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Cuszstom Beport Wizard |

Data Filters s
Specify any filkers that should be applied on the report

Specify the filkers which will be applied to thiz repart:

Filters | A

Add Filter Property. .. E3

Specify the fiker condition to apply ta the repart:

Filter condition:

I Jl Computer Mame j

Logical relation:

IEquaI to j

W alle:
|Th-1_.Jasun

Eilten praperty conditiomn when added;

Iand j

Cancel |

Screenshot 14 i Specifying data filter conditions

4. Configure the data filter conditions that will be applied against the
selected data source. Click on Next to continue.

NOTE: For more information on how to configure filter conditions,
ref er t o tdordigusng data filter monditionsdin this manual.

5. Specify a name and description for the customized report. Click on
Next to continue.

6. Click on Finish to finalize your configuration settings.

Configuring data filter conditions

Use data filter conditions to specify which device usage activity will be
included in the report. Only the device usage activity which matches
the specified criteria will be processed and presented within the report.
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Custom Heport Wizard |

Data Filters Lo,
Specify any filkers that should be applied on the report

Specify the filkerz which will be applied to thiz report:

Filters | d

it

Eemave

Il

¢ Back | Mest » I Cancel

Screenshot 15 - Custom Report Wizard: Filters dialog

Clickonthe Addédutton to bring up the. 6Edit
Configurable options in this dialog include:

9 d-ilter condition6i This is the data source area on which the filter
will focus (for example, se | e@€ampbut er fitarthe devide o
activity data that is related to a particular computer).

1 &onditiondi The condition comparison parameter.
1 &aluedi The string to which source data will be compared.

For example to generate a report which contains only information
related to a wor kst ati on c alconkgdre your MiterAd mi n 10
parameters as shown below:

Add Filter Froperty._. |

Specify the filker condition to apply to the repart:;

Eilter condition:

I +§ Caomputer Mame j

Logical relation:

I Equal to j

W alle:
ITM_-.I azon

Bilter property condtiom when added;

Ianu:l j

| Caricel |

Screenshot 16 - Filter conditions configuration dialog
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For more specific reports, you can limit the range of information to be
displayed by tightening your search criteria. This is achieved by
configuring and applying multiple data filters against the selected data
source. When more than one filter is used, you will also have to
specify how these filters will be logically linked. This is achieved by

selecting a logical groupingc ondi ti on from OFilter propert
drop down list provided at the bottom of the dialog.
M Select And to include ALL the scan data information that satisfies
ALL of the conditions specified in the filters.
1 Select Or to include ALL the scan data information that matches at
least one of the specified filter conditions.

Example: Using multiple filters
Consider the situation where a custom report has 2 filters configured
as follows:

Specify the filter condition to apply to the report: Specify the filter condition to apply to the report:

Filter condition: Filter condition:

| _J Cormpter Narme j | _" Uzer Hame j

Logical relation; Logical relation;

| Equalto ﬂ | Includes ﬂ

Walue: Value:

| TM_sclrnini [ason

atipr e ek Filter property condition when added:

| and =l [ and =l

o
| Ok, I Cancel
Screenshot 17 - Using multiple filters
Parameters Filter 1 Filter 2

Filter condition Computer Name User Name

Logical relation Is equal to Includes

Value dM_Adminld 6Jadgon
The data which will be included in this custom report will vary
according to how these filters will be applied against your data. This is
defined throught he OFi | t er préopmeooatpy conditioné

Filters applied Data output

Filter 1 and Filter 2 The report will show:

1 All the device usage activity made by
users cal | ado nd Jthe rcomputer
cal Md Adminld

Filter 1 or Filter 2 The report will show:

1 All the device usage activity made by
usersc al | ed T d¢nd enatter mrdwhich
computer the connections were made)

AND

§ All device connections made to the
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who the users are).

computer cal |l eidnoéatitst_

Example: Creating a custom report based on data collected

during a particular month

This example demonstrates how to generate a device usage summary

repotcal l ed &éDevice2066 ag@&hibs O bgsart will b e
on the device usage activity:
i Collected fromthec omput er called 6TM_Adminlé6

1 Made by a particularusercalled6 J ason Micall ef 6

1 Recorded during the month of @une 20066
To create this report:
1. Click on the Default Reports navigation button.

2. Right-click on the report that you wish to customize and select New

3 CustomReport. Thi s wi || bring up
3. As soon as the welcome dialog is displayed, click Next.

Custom Heport Wizard

Date Time Lo,
Select the datetime perod on which to base the report

t he

Reports bazed on date and time will gather all scans made during the selected time perod and
will generate results baged on information found durind these scans.

" Belative

IT::uday j
" Day

| Tuesday . Juy 18 2006 2
* Manth

June * | Year IEDDE—
" Date range

B | 7Ag/2006 x|| e28:40PH =
Too | 7ag2006  x|| E2s40PH =

< Back | Hemt = I Cancel

Screenshot 18 7 Selecting the data source to use

4. Select the 6 M ohndption and specify the following parameters:
T Month : Jurded

91 Year: 200606

5. Click on Next to proceed to the data filters dialog.

6Custom

GFI ReportCenter
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Custom Report Wizard

Data Filters
Specify any filters that should be applied on the report

Specify the filters which will be applied to this report:

Filters | Add.. l
Remove |

Computer Name Equal to TM_Admin1
and Uzer Name Equal to Jazon Micallef

Add Filter Property... E3 | Bl Add Filter Propesty... [ x|
Specily the fiter condition to apply to the report: Specify the filter condition to apply to the report:
Filter condition:
omputer Name | § User Name j
— Logical relatiol _ Loagical relation:
Equal to '| |Euual to 'I
Value: — Walue:
[TM_admin1 [ [Jason Micallet
Fiter promerty, condiion when aided Fiter property condition when added:
and o |and s I
P
0K | Concel | [ ok | concel

Screenshot 19 - Filter conditions dialog(s)

5. Click on the A d d éutton and configure the parameters of filter 1
as follows:

1 Filter condition : omputer Name6

1 Condition : &qual tod

1 Value:dM_Adminld

7. Click OK to finalize your filter configuration settings.

8. Click again on the A d d éutton and configure the parameters of
filter 2 as follows:

9 Filter condition:6 Us e r Name 6
Condition : &qual tob

Filter Property conditioné : @ndo
. Click OK to finalize your filter configuration settings.
10. Click Next and specify the following parameters:
1 Report Name : ®evice usage on June 20066

Report Title : ®evice usage by Jason Micallef on computer
TM_Admin16

1 Report Description: @his report shows the device connections
made by user Jason Micallef on computer TM_Adminl during
June 2006.06

11. Click Next to proceed to the final dialog.
12. Click Finish to finalize your custom report configuration settings.

1
M1 Value : dason Micallefd
1
9
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Run a custom report

To run a custom report:

1. Click on the Custom Reports navigation button.

2. Right-click on the custom report that you wish to generate and

select Generate.

Editing a custom report

To edit the configuration settings of a custom report:
1. Click on the Custom Reports navigation button.

Custom Report Wizard

NI

Welcome to the EndPointSecurity
Custom Report Wizard

This wizard will help generate & new customized repott based on
the fallowing repot:

@) Device usage summary

This executive style report gives a usage summary of all
monitored devices acioss the network. It graphically shows a
percentage of access requests that were allowed and denied. It
alzo breaks down such activity into device categones ...

'ou will be asked to select which secunily scan data source to
uze and which filters to apply to this new custom report.

Click nest to continue.

Screenshot 20 - Custom Report Wizard: Welcome dialog

2. Right-click on the custom report that you wish to modify and select
Edit. This will bring up the 6 Cust om Rigapddthrough wiich

you can make the required changes.

NOTE: For more information on how to configure the parameters of a
custom report refer to the O6Creatdi

chapter.

Deleting a custom report

To delete a custom report:
1. Click on the Custom Reports navigation button.

2. Right-click on the custom report that you wish to permanently

remove from the list and select Delete.

3. Click Yes to confirm.

GFI ReportCenter
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Adding custom reports to the list of favorite reports

Custom Reports

= GFI EndPaintSecurity 4.0 BeportPack,

----- L= =¥ Custom Device usage summary

Run

Edit

Delete

Add To Favorites List

e »

Screenshot 21 - Favorite reports navigation button

You can group and access frequently used reports through the
Favorite Reports navigation button. To add a custom report to the list
of favorite reports:

1. Click on the Custom Reports navigation button to bring up the list
of available reports.

2. Right-click on the custom report that you wish to add to favorites
and select Add to Favorites List.
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Scheduling reports

Introduction

GFI ReportCenter allows you to generate reports on a pre-defined
schedule as well as at specified intervals. In this way you can
automate the generation of reports which need to be created and
delivered on a regular basis.

Further to this, GFI ReportCenter can also be configured to
automatically distribute scheduled reports via email. For every
scheduled report, you can configure custom emailing parameters
including the list of report recipients and the file format (e.g. pdf) in
which the report will be attached to the email.

Use the report scheduling feature to automate your report generation
requirements. For example, you can schedule lengthy reports after
office working hours and automatically email them to the intended
recipients. In this way, you maximize the availability of your system
resources during working hours and avoid any possible disruptions to
workflow.

Both default and custom reports can be scheduled for automatic
generation.

Scheduling a report

To schedule a report
1. Click on the Default/Custom Reports option pane.
2. Right-click on the report to be scheduled and select New 3

Scheduled report. This will bringupthe 6 Schedul ed Repor't

Click on Next to continue.
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Schedule Report Wizard

Date Time

Select the datetime perod on which to base the report @

Reports bazed on date and time will gather all scans made during the selected time perod and
will generate results baged on information found durind these scans.

f+ Relative

Today ﬂ

Yesterday
Laszt ¥ days
Last 30 days

juii=ipeg)

| i

(" Date range

| ~l =
| ~l =

< Back | Mest > | Cancel

Screenshot 22 i Report Scheduling Wizard: Data-set selection dialog

3. Select the device usage period to be covered by this report.

Schedule Report Wizard

Time Schedule

Specify the time schedule to be uszed to automatically generate the report @

Scheduled reportz can be generated either once uging a specific date and time or elze
re-generated using a time frame, starting from a specific time.

" Generate this report [once] an the following daytime:
¥ Generate this ieport every:
Interval: |‘I |Da}ls ﬂ
Pl irit P
Start datedtime: | 7/ 5/2006 |yours b =

< Back | Hewut = | Cancel |

Screenshot 23 7 Report Scheduling Wizard: Time schedule dialogue

4. Specify the report scheduling parameters (date/time/frequency).
Click on Next to continue.
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Screenshot 24 i Report Scheduling Wizard: Advanced Settings dialog

5. To export the generated report to file, select the 6 Ex por t
option. To customize the report export configuration settings click on
the Settings button underneath this option.

NOTE: For information on how to configure export-to-file settings refer
t o Cdnfiguriag report export to file optionsd s e i this chapter.

6. To automatically distribute generated reports via email, select the
6 Send boptioom&oiclstomize the email settings used for report
distribution click on the Settings button underneath this option.

NOTE: For information on how to configure email settings refer to the

&onfiguring report emailing optionsd6 i n t hi s chapter

7. Specify a name and description for this scheduled report. Click on
Next to continue.

8. Click on Finish to finalize your settings.

Configuring advanced settings

GFI EndPointSecurity ReportPack allows you to export scheduled
reports to a specific file format as well as to automatically distribute
these reports via email. This is achieved using either a set of
parameters (e.g. recipient® email addresses) which are specified on
the fly during scheduled report configuration or using the default set of
report export and distribution parameters configured during the
ReportPack installation.

NOTE: The Report Scheduling Wizard is by default configured to use
the default set of report export and distribution parameters.

Report export formats

Scheduled reports can be exported in a variety of formats. Supported
file formats include:
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